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1. General notes

This system is a constituent part of the Central Bank of Montenegro (CBCG) information system.
Services may be accessed through the CBCG Portal available at https://eportal.cbcg.me/.

2. Accessing the Portal

To access the CBCG Portal, you must have the certificate issued by a qualified certification authority in
personal name (natural persons), or in the name of the legal person that provided you with authorisation.

You must install the certificate on the computer from which you will be accessing the portal, following the
instructions from the qualified certification authority.

2.1 Browser setting

Google Chrome
To check whether the installation was successful, run Google Chrome, click on Settings and select Privacy
and security -> Security. In the Advanced section, click on the option Manage certificates.
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Figure 1 — List of certificates

The certificate issued by the qualified certification authority (in this case PostaCG CA) should appear on
the list.


https://eportal.cbcg.me/

Mozilla Firefox

To use a digital certificate in the Mozilla Firefox browser, add it to Security devices.
Click on Menu -> Options -> Advanced -> Certificates
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Figure 2 — Setting the Mozilla Firefox browser (1)

Click on Security Devices.
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Figure 3 — Setting the Mozilla Firefox browser (2)

Click on the Load button. On the next screen, enter the Module name (eToken), and then click on Browse
to select the appropriate PKCS11 module.
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Figure 4 - Setting the Mozilla Firefox browser (3)

Select SWINDIR\system32\etpkcsll.dll, where SWINDIR is the location where Windows is
installed (for most Windows systems, it is c:\windows). If you wuse Linux, select

/usr/local/lib/libetpkcsll.so

Click OK.

The Module eToken is now ready for use. If you have inserted your token into a USB port on the
computer, it will appear in the list (Figure 6).
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Figure 5 - Setting the Mozilla Firefox browser (4)



2.2 Accessing the Portal

If you set the browser successfully, enter the address https://eportal.cbcg.me. You will access the CBCG

Portal using the digital certificate (Figure 6).

Figure 6 — A token containing a digital certificate

After inserting the certificate into the computer’s USB port and typing the address into a Web browser,
the window will appear, requiring you to confirm the certificate (Figure 7). Click OK.
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Figure 7 — Certificate confirmation

Enter the certificate password and click OK (Figure 4), after which the certificate confirmation window
reappears.
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Figure 4 — Entering password (bound to digital certificate)

After the authentication, you will access the user registration page (if you have yet to register so far), or
the login page if you are already registered.
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3. Registration of users

To register, fill in the following data on the registration form (Figure 13):
o Srednje ime (Middle name)
o Email adresu (E-mail address)
o Maticni broj (ID number)
o Lozinka i potvrda lozinke (Password and Confirm password)

The Password has to meet the following rules:

o Minimum number of characters = 8

Maximum number of characters = 20

Minimum number of numerical characters = 1
Minimum number of capital letters = 1

Minimum number of small letters =1

Minimum number of special characters = 1 (S#@%)

O O O O O

After entering all required data, click the Registracija (Registration) button, after which the login page
opens.

During the registration of users, the qualified certification authority checks the certificate and the ID
number. The certificate is accepted only if the response that the certificate is issued to the person with that
personal number is affirmative.
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Figure 8 — User registration

Notes:
o Immediately after registration, all legal and natural persons can use the Credit Registry service
for data download.



4. User login

The WARNING window opens after registration and accepting the Extract from Information Security Policy
and Rules, and the Statement on Keeping Business Secret, (Figure 9).
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Figure 14 — Warning when opening the login page
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Figure 10 —User login

On this page, enter the password you selected during registration. Click on the Prijavi se (Login) button

will open the application’s front page (Figure 11), where you shall choose the option: Prinudna naplata
(Enforced Collection).
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Figure 11 — Front page
On this page, you may choose one of the following options:



o Pregled (Overview) — enables an overview of submitted requests and entering new data
requests.

NOTE:
If you forgot the password, you can reset it and create a new one by clicking on the Zaboravili ste lozinku

(Forgotten password) hyperlink (Figure 10). After that, the page, as shown in Figure 12 opens, where you have
to enter the following data:

Email adresu (E-mail address) — used when registering
Maticni broj (identification number)

Novu lozinku (new password)

Potvrdu lozinke (confirm password)

O O O O

After entering all necessary data, you will get information that the password was successfully changed,
after which you can log in to the system.
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Figure 12 — Password reset

You can log off from the system by clicking Odjavi se (Log off) in the upper right corner of the page.

5. Password change

After logging in to the system, the option Korisnik —> Promjena lozinke (User —> Password change) in the
menu opens the page as shown in Figure 13, where you must enter the following data:

o  Staru lozinku (old password)
o  Novu lozinku (new password)
o  Potvrdu nove lozinke (confirm new password)
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Figure 13 — Password change

If the user has entered all required data successfully, it will get information on successful password
change, and it can use password for each next login on the system.

6. Overview

Selecting the Pregled (Overview) option opens the page (Figure 14) containing basic data on all so far
submitted data requests.
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Figure 14 — Overview of submitted data requests



New Request

If you want to enter a new request, click on the Novi zahtjev (New Request) button, after which the page
opens (Figure 15). On this page, selects the request type with the appropriate parameters. Figure 15 shows
possible requests.
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The system currently enables getting the following data:

o For public enforcement officers - data on the number of transaction accounts of natural persons as
judgement debtors (from the list, select Racuni duZnika (Debtor Accounts));

o For judgement debtor - confirmation of the number of days of the debtors’ account freeze (from
the list, select Potvrda o broju dana blokade (Certificate on the number of account freeze days)) and
an overview of the number of executed orders (from the list, select Pregled izvrsenih naloga
(Overview of executed orders)), partially executed and non-executed accounts (from the list, select
Pregled neizvrsenih i djelimicno izvrsenih naloga (Overview of partially executed and non-executed
orders));

o For legal entities and entrepreneurs —certificate on account freeze on a specific day or a certain
period (from the list, select Potvrda o broju dana blokade (Certificate on the number of account
freeze days), and

o For judgement creditor - certificate of the claim collection order in the priority list (from the list,
choose the Redosljed naplate u evidenciji prisutnosti (Collection order in the presence list)),

The appropriate data entry fields open depending on the data request type selected by the user. Possible
parameters include Od datuma (from date), Do datuma (to date), and Maticni broj (identification number).

The date is entered in the dd.mm.yyyy format (e.g. 31.01.2015). This parameter is mandatory. For the
certificate on the account freeze days number, if you want the information on the current account’s status,
enter the current date in the date field.

After selecting the desired report, select the data collection method from the list (Figure 16).
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Figure 16 — Manner of report collecting

Reports may be collected:
o electronically;
e inthe CBCG Archive Room; or
o by sending by mail to the desired address.

For a certificate on the account freeze days number, select the certificate issuing purpose (Figure 17).

ﬁ
Registracija novog privrednog drustva
Pokretanje stecaja

Apliciranje za lizing

Apliciranje za tender

Upis u registar Poresks Uprave

Emisija akcija ill uvecanja osnivackog kapitala
Upis u registar Ministrastva ekonomije ili TATA

Figure 17 — Request purpose

Figure 18 shows an example of an entered request with appropriate parameters.
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After you enter relevant parameters, clicking on the PLACANJE (Sajt CKB-a) (PAYMENT — CKB) button

opens the page as in Figure 19.

oo kv

eCommerce Gateway

0 o Gard et

Gard M.z

1 sruestine Moot

v| ez v

o

Cange ks Nams

swect narzs

1 ostmlGods

Figure 19 — Payment page

After entering payment card data, clicking on the Potvrdi (Confirm) button opens the page (Figure 20).

® ckbﬂlzgpka

www.ckb.me

eCommerce Gateway

Merchant
Website  hitps://eportal.chcg.me

Amount £ 3.00

Eus Credit Card
Card Number sssesssssass, 4633
o

Expiration Month 4

Expiration Year 2023

Cardholder's Name 0000000000000

Street Address XCOOOO0OCOOXX
2IP/Postal Code 81000

SecureCode. bvVISA

Crmogorska knmerdjaina banks AD Podgorica
Moskoreda b, 81000 Rodgorica, Mankenegra

Figure 20 — Payment




Click on the Confirm button. The system redirects you to the page for additional payment confirmation..
You will receive an SMS with a one-off password for the internet payment that you will enter in the appropriate
field. Click the Posalji (Send) button to complete the transaction (Figure 27).

If the transaction is successful, the system will redirect you to the page where you may download the data
(Figure 21). Click on the Preuzmi dokument (Download document) button opens the document in PDF format
with the requested data.
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Figure 21 — Data collection
Request overview

If you want to view a request, select it (Figure 14) and click on button Pregled zahtjeva (Overview of
requests), after which a page opens (Figure 22).
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Figure 20 — Overview of requests



Download document

If you want to download a document tied to an already entered request, select the request (Figure 14)
and click the Preuzmi dokument (Download document) button. The deadline for downloading document is one
month after submitting a request.



Annex 1

User’s stamp

APPLICATION OF PERSON AUTHORISED TO
ACCESS THE CENTRAL REGISTRY OF TRANSACTION ACCOUNTS

(user's name)

User’s identification number:

Person authorised to access the central registry of transaction accounts:

Name and surname:

Phone and fax no.:

E-mail address:

Authorised person’s signature:

Place and date:

Seal and signature of a person
authorised to represent the user



